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Period for Reply 


A SHORTENED STATUTORY PERIOD FOR REPLY IS SET TO EXPIRE 3 MONTH(S) OR THIRTY (30) DAYS, 
WHICHEVER IS LONGER, FROM THE MAILING DATE OF THIS COMMUNICATION. 

- Extensions of time may be available under the provisions of 37 CFR 1.136(a). In no event, however, may a reply be timely filed 
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Status 

1)[3 Responsive to communication(s) filed on 02 October 2003 . 
2a)D This action is FINAL. 2b)l3 This action is non-final. 

3) D Since this application is in condition for allowance except for formal matters, prosecution as to the merits is 

closed in accordance with the practice under Ex parte Quayle, 1935 CD. 11, 453 O.G. 213. 
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4) ^ Claim(s) _M is/are pending in the application. 
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5) D Claim(s) is/are allowed. 
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10) S The drawing(s) filed on 02 October 2003 is/are: a)[x] accepted or b)D objected to by the Examiner. 
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Replacement drawing sheet(s) including the correction is required if the drawing(s) is objected to. See 37 CFR 1.121(d). 
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DETAILED ACTION 

1. Claims 1-4 have been examined. 

Priority 

2. Applicant claimed that the current application is a continuation-in-part of U.S. 
patent application Ser. No. 09/967,117 which is a continuation of U.S. patent application 
Ser. No. 09/180,377, entitled "E-MAIL FIREWALL WITH STORED KEY 
ENCRYPTION/DECRYPTION," Now U.S. Pat. No. 6,609,196 filed Nov. 3, 1998, which 
is a national stage patent application filed under U.S.C. .sctn.371, based on 
P.CT/US98/15552 entitled "E-MAIL FIREWALL WITH STORED KEY 
ENCRYPTION/DECRYPTION," filed on Jul. 23, 1998, which claims priority to U.S. 
Provisional Application No. 60/053,668, entitled "ELECTRONIC MAIL FIREWALL," filed 
Jul. 24, 1997. 

Examiner had reviewed carefully the parent application (09/967,1 17), now U.S. 
Patent No. (7,162,738). The parent application (09/967,1 17) only discloses signature, 
for example, in col. 7, lines 9-10 and admitted prior art about S/MIME protocol provides 
digital signature is disclosed in col. 8, lines 12-13. However, the examiner discovered at 
least three claim limitations, the e-mail relay extracting signature data from the 
message, the e-mail relay validating the signature data and the e-mail relay executing at 
least one predetermined action in response to determining that the signature data is 
valid in the independent claim 1 of the current application are not supported by the 
parent application (09/967,1 17). Therefore, the examiner will not grant the priory date 
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as claimed. The effective filling date of the current application is the filling date of the 
current application, which is 02 October 2003. 

Claim Rejections - 35 USC § 103 

3. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

4. The factual inquiries set forth in Graham v. John Deere Co., 383 U.S. 1 , 148 
USPQ 459 (1966), that are applied for establishing a background for determining 
obviousness under 35 U.S.C. 103(a) are summarized as follows: 

1 . Determining the scope and contents of the prior art. 

2. Ascertaining the differences between the prior art and the claims at issue. 

3. Resolving the level of ordinary skill in the pertinent art. 

4. Considering objective evidence present in the application indicating 
obviousness or nonobviousness. 

5. This application currently names joint inventors. In considering patentability of 
the claims under 35 U.S.C. 103(a), the examiner presumes that the subject matter of 
the various claims was commonly owned at the time any inventions covered therein 
were made absent any evidence to the contrary. Applicant is advised of the obligation 
under 37 CFR 1 .56 to point out the inventor and invention dates of each claim that was 
not commonly owned at the time a later invention was made in order for the examiner to 
consider the applicability of 35 U.S.C. 103(c) and potential 35 U.S.C. 102(e), (f) or (g) 
prior art under 35 U.S.C. 103(a). 
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6. Claims 1-4 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
Landfield et al. (U.S. Patent No. 5,632,011) and in view of S. Kent, Privacy 
Enhancement for Internet Electronic Mail, Part II: Certificate-Based Key Management, 
Network Working Group Request For Comments 1442, February 1993. 

As per claim 1, Landfield et al. discloses a method for controlling reception of 
messages in an e-mail network, each message is associated with a message sender, 
comprising: 

providing an e-mail relay ("...proper delivery of smtp e-mail message traffic to the 
organization" - e.g. col. 1 , lines 1 1-22. Please note to a person with ordinary skill in the 
art an e-mail relay is an SMTP e-mail server.) the e-mail relay interposed along a 
message communication path associated with a public network and an e-mail server of 
the e-mail network (e.g. fig. 1); 

the e-mail relay receiving a message intended for a recipient associated with the 
e-mail network (e.g. col. 4, lines 52-56, step 42 in fig. 2b, steps 52 and 56 in fig. 2c, col. 
4, lines 18-20 and col. 4, lines 37-40); 

Landfield et al. does not disclose expressly the e-mail relay extracting signature 
data from the message, the e-mail relay validating the signature data and the e-mail 
relay executing at least one predetermined action in response to determining that the 
signature data is valid. 

Kent discloses the e-mail relay extracting signature data from the message (e.g. 
page 4, paragraphs 3-4), the e-mail relay validating the signature data (e.g. page 4, 
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paragraphs 3-4) and the e-mail relay executing at least one predetermined action in 
response to determining that the signature data is valid (e.g. page 4, paragraphs 3-4). 

Landfield et al. and Kent are analogous art because they are from the same field 
of e-mail transmission. 

At the time of the invention it would have been obvious to a person of ordinary 
skill in the art to incorporate these features of Kent into the method of Landfield et al. 

The motivation of doing so would have been "in order to determine that the 
integrity of its contents have not been modified subsequent", as taught by Kent (page 8, 
paragraph 1). 

As per claim 2, the combined teachings of Landfield et al. and Kent disclose a 
method as applied above in claim 1 . Kent further discloses wherein the e-mail relay 
further classifies the signature data (e.g. page 4, paragraph 2, page 9, paragraph 1 and 
page 28, paragraph 3 - page 29, paragraph 4). 

As per claim 3, the combined teachings of Landfield et al. and Kent discloses a 
method as applied above in claim 1 . Kent further discloses wherein the e-mail relay 
validates the signature data by employing a validation authority (e.g. page 4, 
paragraphs 1-4). 

As per claim 4, the combined teachings of Landfield et al. and Kent disclose a 
method as applied above in claim 1 . Kent further discloses wherein said at least one 
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predetermined action comprises allowing the message to proceed to at least one 
recipient (e.g. page 4, paragraphs 3-4). 

Conclusion 

7. The prior art made of record and not relied upon is considered pertinent to 
applicant's disclosure. (See PTO-892) 
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Contact Information 


Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to April Y. Shan whose telephone number is (571 ) 270- 
1014. The examiner can normally be reached on Monday - Friday, 8:00 a.m. - 5:00 
p.m., EST. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Kim Y. Vu can be reached on (571 ) 272-3859. The fax phone number for 
the organization where this application or proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a 
USPTO Customer Service Representative or access to the automated information 
system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. . 
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